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Mobile and Wireless communication networks offer organizations and users many
benefits, including portability, mobility and flexibility, while increasing everyday
business productivity, and reducing installation costs. 

Mobile Ad Hoc Networks are autonomous collections of mobile entities that
communicate over relatively bandwidth-constrained wireless links, establishing
survivable, efficient, dynamic communication for emergency operations.

Although Mobile and Wireless Networking eliminates many of the problems associated with
traditional wired networks, the new security and privacy risks introduced by such
environments need to be reduced by exploiting appropriate security measures and safeguards.
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• Cryptographic Protocols for Mobile and Wireless Networks
• Key Management in Mobile and Wireless Computing
• Reasoning about Security and Privacy
• Privacy and Anonymity in Mobile and Wireless Computing
• Public Key Infrastructure in Mobile and Wireless Environments
• Economics of Security and Privacy in Wireless and Mobile environments
• Security Architectures and Protocols in WLANs and B3G/4G Mobile Networks
• Security and Privacy features into Mobile and Wearable devices
• Location Privacy
• Wireless Ad hoc and Sensor Networks Security
• Role of Sensors to Enable Security
• Security and Privacy in Pervasive Computing
• Trust Establishment, Negotiation, and Management
• Secure PHY/MAC/routing protocols
• Security under Resource Constraints
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